Digital Cyber Security Officer (M/F)
Reference Code 10406004 SQ EN EXT 2

- Site:

Airbus Helicopters Marignane

- Target Group:

Professional staff - engineer

- Work Contract Type / Working Time:

Permanent contract / Full time

- Work Experience:

Confirmed (3+ to 5 years of experience)

- Functional Area:

CORPORATE GOVERNANCE / Security & Product Safety

- Education:

Post degree diploma (MBA) / X/ Other

Airbus is a global leader in aeronautics, space and related services. In 2017, it generated revenues of € 67 billion and employed a workforce of
around 130,000. Airbus offers the most comprehensive range of passenger airliners from 100 to more than 600 seats. Airbus is also a European
leader providing tanker, combat, transport and mission aircraft, as well as Europe's number one space enterprise and the world's second largest
space business. In helicopters, Airbus provides the most efficient civil and military rotorcraft solutions worldwide. Our people work with passion and
determination to make the world a more connected, safer and smarter place. Taking pride in our work, we draw on each other's expertise and
experience to achieve excellence. Our diversity and teamwork culture propel us to accomplish the extraordinary - on the ground, in the sky and in
space.

Description of the job
A vacancy for a Digital Cyber Security Officer (m/f) has arisen within Airbus Helicopters in Marignane. You will join the Corporate
Secretary department and, more specifically the Corporate Security team.
As part of the Corporate Security team, the Digital Security Engineer (m/f) plays a role in which advice, assistance, information,
and training are given and raises warnings. You can directly intervene on all or part of the company's information systems (IS) or
on the operational systems of the products sold by the company.
You will carry out technological and regulatory monitoring work on office information systems, but also on embedded systems or
operational systems cooperating with the aircraft.
You will propose changes to ensure the logical and physical security of information systems as a whole.
You are an interface recognised by owners and project managers, but also by experts and external contributors for security
issues on all or part of office and operational information systems.
This position will require security clearance or will require being eligible for clearance by the recognised authorities.

Tasks
Your main tasks and responsibilities will include:
¤ Providing assistance to the OCSSI on project monitoring from the start to the deployment of the application
¤ Participating in the definition and the implementation of the SMSI which must integrate a product component (Product Security
Management System)
¤ Assessing the risks according to the ensuing threats and consequences on the studied IS
¤ Monitoring the risk treatment plan
¤ Validating the requests for exceptions
¤ Communicating and explaining the PSSI to operational teams
¤ Raising awareness and providing training on security issues
¤ Participating in resources and recommendations studies, the technical validation of security tools on edge and/or ground
segments
¤ Defining the "internal standards" with respect to Airbus security standards and regulatory bodies
¤ Integrating and following up security in production processes
¤ Participating in audits and inspections aiming to ensure the compliance with the implementation of security plans
¤ Ensuring that the teams have taken all the necessary measures to manage security
¤ Being in charge of technological and prospective monitoring, carrying out the follow-up of regulatory and technical changes in
the SSI domain of edge and ground segments
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This job requires an awareness of any potential compliance risks and a commitment to act with integrity, as the foundation for
the Company's success, reputation and sustainable growth.

Skills
The successful applicant will have the following skills and experience:
¤ Degree from an engineering school (or equivalent), specialising in IT, and ideally, experience as a Security Engineer or IS
Security Auditor.
¤ Experience in project management
¤ Knowledge of the general security database: IGI1300, II900 and 901, the EBIOS methodology, and ISO 2700x standards
would be a plus
¤ Knowledge of SSI regulation beyond the national framework, and more specifically applied to airworthiness would be a plus
¤ English: advanced level
¤ French: advanced level
¤ Communication skills, meticulousness and teaching skills

Contact
Please apply on line for this vacancy on line at our careers site (www.jobs.airbusgroup.com) with your CV and cover letter
attached.
By submitting your CV or application you are consenting to Airbus using and storing information about you for monitoring
purposes relating to your application or future employment. This information will only be used by Airbus.

Airbus is committed to achieving workforce diversity and creating an inclusive working environment. We welcome all applications
irrespective of social and cultural background, age, gender, disability, sexual orientation or religious belief.

