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About Digital Security

Created in 2015 by a group of IT security experts and with Econocom Group’s support, Digital
Security aims to provide companies and government bodies with audit, expertise and advanced
consulting services, along with a CERTTM (Computer Emergency Response Team), which specialises in the IoT ecosystem.
This CERT, named CERT-UBIK, and its IoT laboratory, allow experts to assess the security of
connected objects and their ecosystems thanks to test benches, and also supports the IoT
Security Observatory, which offers a monthly security watch to players in the IoT market.
Today, it is necessary to secure personal data, from their initial collection to cloud storage, detect illegally connected objects inside IT systems, and protect the devices of connected companies. Digital Security combines both professional and technological approaches to define
services for the safety and security of information systems applied to IoT, while taking into
account professionals’ uses and needs. Through this combined approach, professionals fully
benefit from the opportunities brought by digital transformation in a risk management context.
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Preamble

With the security challenge of the Internet of things, we have to
adapt our strategies!
Whilst IT security and, more generally, “IT risk” management are
part of governance patterns, they have taken on a specific dimension with the massive arrival of digital tools and the transformations they bring:
• New services and uses (cloud, social networks, etc.) which meet a
need for greater agility, but which can become obstacles to visibility

and management;
•
Exponential growth of digital data volumes which implies new value-creating analyses, but which raises the issue of their protection;
•
Changes to the chain of responsibility which implies more complicated relationships
between players;
•
The proliferation of mobile devices and connected objects which! addresses a need
for responsiveness and management, but which increases risk zones and “attack areas”;
•
The need to reinforce laws, regulations and certifications, to protect ourselves and
develop a “digital trust marketing”, but which translates into new obligations.
Organisations are faced with a major challenge: maintaining security levels that are acceptable
while handling the risks implied by the transformation of their processes, devices and products.
At the heart of this transformation lies the Internet of Things. By 2020, more than 80 billion
connected objects will communicate with each other, and more than $200 billion will be invested in this race for innovation. From a socio-economic perspective, the uncountable resulting opportunities mean properly taking into account the security issues in order to cope with:
•
An open, repetitive innovation process (constantly working on new concepts, testing
and mechanising them);
•
An IT system with an increasingly vague, flexible perimeter;
•
A more complex technical object which revolutionises the way economic and social
operators interact.
Digital Security has thus started to work on new security models. We believe that the protection of these new ecosystems relies on new principles: understanding the uses, identifying the
critical elements (people, sensitive data, infrastructures, environment, etc.), providing in-depth
defence, striking a balance between risk and value creation, having all parties cooperate, becoming more responsible, carrying out changes, etc. Without forgetting that these changes
are re-shaping projects, the organisation of IT service and its relationship with businesses and
users.
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Digital Security, thanks to its know-how, rare expertise, capacity for innovation and experimentation, has established itself as one of the pioneers of this new security approach. Through this
first white paper, we wished to share our vision and passion.
By offering a holistic, adaptive security approach, this white paper is part of the implementation of our security label, resulting from more than a year of R&D. This label, a reference in the
assessment of IoT security, will support companies in developing and confidently using their
digital tools.

Jean-Claude Tapia, President of Digital Security

Security, the cornerstone of our society’s digital transformation
The Internet of Things is erasing the boundaries between the physical and digital worlds. With increasingly cheaper on-board electronics, you can now “digitalise” most of your professional and personal lives (vehicles, home automation, digital mobility, etc.)
We know that our society’s profound mutation will rely on essential
pillars: innovation, agility, complementarity, and security. In order to
meet this challenge, Econocom Group has reorganised itself into a
galaxy of specialist, responsive, expert entities.
This combination of values allows us to help our customers carry out their projects successfully. But our role is not limited to the “business” aspect: we also bear a societal responsibility.
That is why we wished to share with you this white paper on IoT security, which is the result of
our experience and research in this field.
We hope these best practices will help you grasp the main issues of security more clearly.
We believe the opportunities arising from the digital transformation and the Internet of Things
will only achieve their purpose in an environment where security is controlled, and where changing uses and technologies are taken into account.
« Digital for all, now and in a secure way! »

Bruno Grossi, Executive Director of Econocom Group
5
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Introduction
After appearing with the first smartphones, connected devices have gradually become more
widespread: in 2020, there will be between 50 and 80 billion connected objects on the market
worldwide, generating a total $8,900 billion of added value, i.e. more than 10% of the gross
world product1. This intense race for innovation has been welcomed by both private individuals
and professionals who are intending to measure, connect and automate everything in order to
create or significantly improve the associated services. But behind this enthusiasm it seems
suppliers have often neglected the security of connected devices and their infrastructures in
favour of their insatiable appetite for innovation.
For whilst connected objects share similarities with the computers we use every day, they undoubtedly share the same habit of exposing a great number of vulnerabilities. The much-publicised flaw which enabled hackers to remotely control a car via its radio system, brought to light
the safety risks associated with connected solutions2. The recent hacking demo of a connected
thermostat during the DEF CON 20163 is another example of the new types of threats that
are most likely to develop. Researchers managed to remotely jeopardise the thermostat and
disable it, forcing its owners to pay a ransom to regain access. Such a cyber-attack scenario
could happen soon, since in France in 2015 an estimated 400,000 attacks were involved implementing ransomware, cyber-criminals’ new cash cow4.
It’s not just about assessing security risks and threats anymore: it’s high time we started
thinking, defining and implementing a holistic approach to the security of connected solutions.
These past few months, a number of initiatives offering security models, guides and policies
for the Internet of Things (IoT) have been undertaken: white papers by GSMA5, ENISA6, ARCEP7,
IoT guides by OWASP8, etc. Like in any emerging area, time will see a good, commonly-accepted
practice which will help define a common base for the security of connected objects and their
ecosystems, as is the case for traditional IT security, of which IoT is becoming a continuously
growing extension.
By gathering records from connected object security experts, Digital Security’s white paper illustrates its aim: providing an accurate description of the overall security of connected objects.
After defining and presenting the IoT ecosystem and giving a comprehensive review of its security, several potential attack scenarios were drawn up to raise awareness in the market. A list
of the main technical recommendations to implement in order to improve IoT security is also
available.
Aside from this necessary awareness, Digital Security started drafting a certification programme for IoT security in order to establish an essential landmark to encourage development
of the IoT market in a climate of trust.

Thomas Gayet, Director of the CERT-UBIK
7
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1. Ecosystem of the Internet of Things

The IoT ecosystem is made up of a number of players who work on designing innovative new
solutions. These connected devices, which apply to all the key sectors of the economy, have
a wide range of requirements in terms of technology and security. The following chapter presents the architecture of IoT, from hardware components to communication infrastructures
and the market segmentation of this evolving ecosystem.

1.1. Definitions
The definition of the Internet of Things (IoT) is not unanimous, because this rapidly-evolving
concept is fairly new. Thus, there are as many definitions as there are entities involved in
thinking, developing and standardising this new network9.
Thus, the Internet of Things Global Standards Initiative (IoT-GSI) led by the International Telecommunication Union (ITU) considers defines IoT as “a global infrastructure for the information
society, enabling advanced services by interconnecting (physical and virtual) things based on
existing and evolving interoperable information and communication technologies10.
As for the IEEE, they define IoT as “a network of elements —each of them being equipped with
sensors— which are connected to the Internet”.
The IoT-GSI also defines a connected object as a device which has the following seven attributes:
•
•
•
•
•
•
•

Sensors
Internet Connectivity
Processors
Energy efficiency
Optimised cost
Reliability
Security

As part of our research, we see IoT as a network of identifiable, interoperable objects, linked
together by different services on the Internet, and we distinguish the connected object itself,
be it a IT device containing a sensor or an activator, from the connected solution which provides
the service to users.
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1.2. Key players
The ecosystem that helps design a connected solution is composed of a number of players who
are working together, from the physical, logical design of connected objects, to transportation,
storage, data processing and the creation of related applications. A variety of professions are
involved along the line, particularly regarding general electronics, electronic chip manufacturing,
software development, along with telecom carriers and Internet service providers.
Aside from these professions, there are a number of players who offer intermediary, cross-disciplinary functions such as integrators, whose job it is to design a connected solution from
existing parts, and security specialists, who ideally are present at every level of design and
operation of the connected solution.
Internet players often play several roles, and become both an integrator and a creator of the
parts that are necessary to design a connected solution. Thus, both Google11, a key player for
Internet services and ARM12, a manufacturer of electronic chips, are developing specific operating systems for connected objects, for example.
We can thus list four types of players to design an end-to-end IoT solution:
1. Creators of connected solutions, who devise, create and offer services based on a connected solution. They define the offered service and the integration of the different parts that are
necessary to carry it out. They may use connected object designers who create or integrate the
hardware components (casings, circuit boards) and often offer embedded software intelligence
(micro-software) to add a connected feature to the object, sometimes with the help of network
suppliers. In France, a number of start-ups have gone into this sector because of its economic
opportunities, particularly in the field of home automation. In January 2015, French start-up
MyFox won an award at the CES exhibition in Las Vegas for its user-friendly connected alarms.
2. Communication operators, who offer transportation —both unidirectional and bidirectional— of the data exchanged between the objects and IT support services on the Internet. In
this sector are the historic players, i.e. telecom carriers, and newcomers, such as the company
Sigfox for example.
3. Support service operators, who mainly store and process the data collected. Traditional IT
players (Microsoft, Amazon, Oracle, Salesforce) are facing competition from newcomers who
are deploying their own IT infrastructures (SigFox, Bosch, LoraWAN and Samsung).
4. Software interface developers, who allow users, often through portals and mobile applications, to use the service and have various objects communicate with each other. In this niche
market are the traditional software vendors.

10

1.3. Market segmentation
Behind the great diversity of connected solutions are equally-varied uses, implying a wide
range of requirements in terms of technology, security, coverage and business models. A particular feature of the Internet of Things is that it concerns not only mainstream problems, but
issues that are specific to the business, industry and services sector. All the business models
that are developed and considered, and their subsequent value chains, are either B2B, B2B2C
or B2C, which has considerable consequences on structuring the ecosystem and tapping into
value in applications linked to various economic sectors13.
IoT applications translate into numerous, concrete uses which affect both individuals and companies’ everyday lives. We can identify several promising markets where the development of
these applications is a source of opportunities:

Industrial
systems
- Industry 4.0
- Armament
(drones,
tanks, fighter
aircrafts)
- Automation
(nuclear plants
and electric
plants)
- Predictive
maintenance

Smart
transport
- Geolocation
(connected
ships)
- Battery life
- Security (driverless cars)
- Planes

Connected
healthcare

Home
automation

- Medical
devices in
hospitals (beds,
scanners, radiology apparatus)
- Telemedicine
- Implants
(pacemakers)

- Internet
equipment
- Surveillance
(baby monitors,
connected
cameras)
- Security (locks,
alarms)
- Smart sensors

Utilities
- Smart cities
(smart public
transport:
Wifi available)
- Connected
buildings

Figure n°1 – Breakdown of connected objects by key sector14

The first connected objects were implemented in industrial systems and transport. In order to
collect and monitor data in real time, remote elements such as sensors, valves and pipelines
were provided with a communication medium (satellite, GSM, radio frequency, etc.). In the energy sector, nationwide modernisation programmes of retail infrastructures largely contributed
to the development of IoT through remote meter reading and smart grid projects, resulting in
substantial energy savings15.
In the transport sector, manufacturers and parts makers took an early interest in the new services brought by connectivity, sometimes encouraged by regulation: geolocation, real-time information, security (eCall). For instance, buses from the transport network in the Paris area are
equipped with radiolocation technology which provides continuous, real-time information on a
bus’s position on its route, anywhere in the city16. Later on, connected objects became more
popular through portable devices in sectors such as healthcare, with heart rate measuring
11

wristbands, home automation with smart locks, and automobile, with the dawn of driverless
cars.
Beyond the sectors mentioned above, IoT has a wide potential for application, which could
have a positive effect on all the sectors of the economy. Thus, IoT can be considered a new
cross-disciplinary sector, which can generate income and jobs.

1.4. Infrastructure of a connected solution
The infrastructure of a connected solution can be defined as all the resources required to operate the service associated with the connected object. Typically, it includes the connected device, equipped with a short or long distance communication interface, a communication medium (often a smartphone or a communication carrier’s medium), and a dedicated app for the
user (such as a mobile app, web portal, etc.).

Connected object

Relay Antenna

Cloud

Applications

1 – The data is sent from the object to the relay antenna (LoRa, Sigfox, GSM, etc.)
2 – The data is sent from the antenna to the application (mobile, wearable, web, etc.)

Connected object

Smartphone

Cloud

1 – The data is sent from the object to the user’s smartphone (Wi-Fi, Bluetooth, NFC, etc.)
2 – The data is sent from the smartphone to the manufacturer’s server (Wi-Fi, GSM, etc.)

Figure n°2 and 3 : Typical examples of connected solution architectures
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1.5. Hardware platforms
The vast majority of connected objects rely on a platform or combination of hardware platforms. A few years ago, these were electronic modules that were often cumbersome, and
which provided the equipment with the necessary functionalities. These modules have evolved
since then and now are in the form of integrated electronic chips: System-on-Chip or SoC.
These integrated components are small, carry out an array of specific tasks and contain all
the parts required to make them work: a programmable memory, microprocessor and specialised internal circuits. Intel recently launched their SoC Edison, a complete system barely larger
than a postage stamp which includes Bluetooth 4.0, Wi-Fi and 40 programmable outputs and
inputs, to offer an SoC that facilitates prototype designing and marketing.
There are many different types of SoCs, most of which specialise in the different communication protocols: Bluetooth Smart, Wi-Fi, ZigBeen, RFID, proprietary protocols such as used in wireless mice and keyboards, and also chips which include LoRa and Sigfox transmitters. Thanks
to integrated memory, micro-software can be installed that will implement business logic and
interact with additional external components through output and input ports operated by the
SoC. The most popular ones are those based on recognised, renowned processor architectures
such as ARM Cortex, MIPS, and Intel 8051.
Some hardware platforms run not only one but several SoCs, and ensure the communication
between these various chips thanks to electronic communication buses such as I²C, SPI and
UART.

1.6. Micro-software and operating systems
A connected object’s software layer varies according to the hardware platform. Some specific
SoCs, such as ones designed by Texas Instruments or Marvell, only run an application made of
a single program. This software (or micro-software) is not an operating system, but is specific,
dedicated to an array of set tasks.
The recently-launched hardware platforms are hubs of technology which contain the equivalent of a computer of ten years ago (1 Gibibyte of RAM, 500 MHz processor). Much like any
computer, these platforms support a file system, numerous programs and offer a multi-tasking
environment, unlike the specific SoCs. These platforms run an operating system which can be
either standard (Linux, Microsoft Windows) or specialising in real time (FreeRTOS, eCOS, etc.).

1.7. Communication infrastructures
There are two major network categories which transmit information between several connected objects in an energy-efficient way: long-range networks (Low-Power Wide Area Networks,
LPWAN) and short-range networks, both of which include. several competitive networks17.

13

Long-range networks can transmit data from one device to another or to a support service on
the internet over long distances (several kilometres). In this category are cellular technologies
(GSM,2G, NB-IoT, etc.). The main advantage of digital networks, which are provided by traditional telephone carriers, is that they allow large amounts of data to be transmitted. However,
they are more energy-consuming than other long-range networks, such as LoRa and Sigfox
which are known for their energy-efficiency. In cities, Sigfox’s range can exceed 10km, and can
reach up to 30 and even 50 kilometres in the countryside. As for LoRa, it can transmit data over
2 to 5 kilometres in cities and up to 45 km in rural areas.
Short-range networks, which can transmit data over short distances, are widely used in the
home automation sector and in the consumer wearables market. A connected wristband is
always close to the phone it transmits data to. These networks include the Bluetooth Low
Energy protocol (BLE)18, mainly intended for connected objects with low bandwidth needs;
the MQTT, known for its low bandwidth consumption and reliability on wireless networks; or
Z-Wave and ZigBee19, two communication protocols dedicated to home automation20.

Figure n°4 – The different network types in IoT21
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2. An overview of IoT security

The experts we interviewed and feedback from the audits we carried out show that the security of connected solutions is very inconsistent: the security level is not the same for a connected lightbulb and a connected insulin pump - the most secure of the two not being the one we
would expect. This chapter aims to establish an overview of IoT security, focusing in particular
particularly on the main weaknesses we found.

2.1. Non-existent or poorly-implemented security
IoT security is still in its early stages. The
security level of IoT is comparable to that of
the Internet back when it started, when few
players anticipated the threats which have
happened since: traffic interception, mass
hacking, denial of service, using malware for
cyber-criminal purposes, massive spam development, and setting up specific, complex
attacks. In the early days of the Internet, websites were unencrypted —and some still are
today— a problem now often encountered
on a number of IoT protocols where the lack
of encryption is a critical issue22.
A number of IoT players didn’t anticipate the
risk scenarios that threaten connected solutions, whereas the knowledge and hardware
needed to carry out a great deal of attacks are
easily available.

“

The dictatorship of innovation is
slowing down the implementation
of security. We’ve gone back a
few years: the architectures and
operating systems used are not
as resistant as the major ones
like Windows, MacOS or Linux,
which leads to easier exploitation
of weaknesses that had almost
disappeared. These embedded
systems are not as mature as
the other systems, particularly
regarding processor architectures.
Florent Poulain, security expert
at Digital Security

2.2. Risk survey: which sectors are affected the most?
2.2.1. Presentation of the analysing tools
The scale and frequency of cyberattacks vary according to the sector and type of connected
object. The survey on IoT security therefore presents the threats and hacking risks for connected objects in key sectors of the economy and depending on several indicators.
•

The trend indicator lists the number of cyber-attacks against a specific sector. “Major cyber-attack” refers to any attack that has a significant, actual or potential impact on the
17

infrastructures targeted: mass data theft, infrastructure sabotage, or hijacking connected
objects.
•

The exposure indicator shows the potential risks of cyber-attacks for the different sectors
assessed by our analysts-watchmen over the upcoming weeks.

Trend
Indicators

Security assessment of
connected objects for 2016
Number of cyber-attacks
rose by at least 30% compared with 2015.
Rise in the number of cyber-attacks compared with
2015.
Number of cyber-attacks
remained stable compared
with 2015.
Decrease in the number of
cyber-attacks
compared
with 2015.

Risk
exposure
indicators

Forecasts for the next few
months In view of the discoveries or news stories
Very strong exposure: very
high number of cyber-attacks
expected;
Strong exposure: high number
of cyber-attacks expected;
Medium exposure: moderate
number of cyber-attacks expected.
Low exposure: few cyber-attacks expected.

Number of cyber-attacks
decreased by at least 30%
compared with 2015.

The sectors the most hit by cyber-attacks are home automation and automobile, according to
the news stories of the last six months27.
Home automation. IoT security is often poorly implemented in consumer systems, particularly in home automation (home surveillance, management of devices and opening systems),
and also in so-called “security” solutions (alarms or access control systems). Concerning these
products, professionals are also severely hit, because a lot of contactless access control systems and connected locks are not reliable in terms of security. A large majority of professional
contactless access control systems are based on an RFID standard that has been obsolete in
terms of security for almost ten years, a standard for which cloning and emulation and common. And yet, these systems are still widely distributed28.
18

2.2.2. Risk survey

Sectors

Trend
indicators

News stories

Industrial IT

In April 2016, the Gundremmingen nuclear plant,
located 120 kilometres north-east of Munich,
suffered repeated criminal assaults. While the
malware didn’t damage the reactors’ critical
structure, eighteen computers were exposed23.

Healthcare

In April 2015, security researchers from Washington University wanted to test the IT security of the
surgeon-robot Raven II which they had developed
in their labs. The researchers managed to change
to rotation distance and degree of both the machine’s robotic arms, and even take complete
control of the robot by shutting it down24.

Automobile

In August 2016, a security breach revealed by
Birmingham University researchers showed that
more than 100 million Volkswagen Group vehicles
sold over the last twenty years could be easily remotely unlocked by hacking the key remote25.

Home
Automation

During the 2016 DEF CON, security researchers
managed to hack a connected thermostat. They
downloaded and transferred malware onto an SD
card, and eventually onto the thermostat26.

Exposure
indicators

Automobile. While the more widespread availability of connected cars may lead in the medium
term to greater road safety and better care in the event of an accident (from 1st April 2018,
all manufactured vehicles will be equipped with an “e-call” system, which can warn the rescue
services either manually or automatically in of the event of accident), adding more artificial intelligence algorithms is not risk-free. The threats against connected cars are extremely varied:
criminals’ intimidation techniques by taking over a vehicle; DDoS attacks on a vehicle (driving
assistance system no longer working); vehicle theft via mouse-jacking; accessing sensitive information on the vehicle via the On-Board Diagnostics sockets, etc29.
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Beyond these sectors, everything to do with collecting metrics (smart city and smart metering)
is still rather basic, as are the security measures. A hacking demonstration targeting potentially
hundreds of thousands of connected electricity metres in Spain was carried out during the
BlackHat Europe 2014 conference. These electricity meters contained numerous design flaws,
making it possible to send arbitrary data to the electricity supplier, and even cause nationwide
blackouts30.

2.3. A lack of awareness from the players
The numerous hacking cases reported by the specialist press show that cyber-crime against
connected objects has sky-rocketed. The innovation paradigm has replaced the security one.
Industrials’ desire to chase after market shares with very short time-to-markets only maintains this dangerous situation31. For example, at least half of all car thefts are fully electronic32,
with no signs of a break-in, either to open the doors or start the vehicle, which shows the
lack of security of on-board solutions. Another example worth mentioning is connected CCTV
cameras with default passwords, showing again the appalling lack of security awareness. This
is how a botnet of 25,000 cameras in almost free access on the Internet33 was discovered.
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2.4. Specific features of IoT to take into account for security
While connected objects share similarities with traditional IT equipment, they have at least
three specific features which have security implications: they run a tailored micro-software or
a lighter, specific operating system, offer generally a wireless communication interface, often
coming from a radiofrequency protocol, and can almost always be accessed by hackers.
A connected object’s integrated software
The operating systems and micro-software that run on connected objects, sometimes coming
from the industrial embedded sector, don’t have anything like the level of security of traditional
IT systems such as Microsoft Windows, GNU/Linux or Apple Mac. These embedded systems
may have security features such as a guaranteed high functional availability, but were not designed to be exposed to hostile environments with all sorts of attackers. Thus, as a part of
a security assessment of connected objects, we can find administration interfaces that are
accessible without logging in and unencrypted micro-software that disclose potential cryptographic secrets.
Radiofrequency: a new research area for weaknesses
The radiofrequency (RF) sector, historically safe because of the rarity of the skills needed and
expensive, specific hardware, is now totally exposed because of disruptive technologies such
as software-defined radio: most radiofrequency attacks on connected objects can be carried
out with hardware that costs less than $20, and by following tutorials anyone can access
since they are on the Internet. Thus, a SigFox and LoRa network flow can be intercepted with
a simple USB drive which is normally used to receive a TV signal34, connected to a computer
running the GNU Radio software35.
Physically accessing objects: a new angle of attack
Although servers in data centres are difficult to access physically, a connected device can be
physically manipulated by the attacker. By doing so, the attacker can collect information on the
object’s IT functions, print debugging interface accesses directly on the circuit board, and even
unsolder a memory component to access directly the data it contains. Almost two thirds of the
connected objects evaluated by Digital Security in 2015 featured a debugging interface that
allowed total control of the associated system.

2.5. Security of connected solutions’ application infrastructure
The other entities found in a connected solution, such as web and mobile applications or cloudtype support services also have their share of weaknesses. These sectors are, however, well
protected by the security of pre-IoT IT systems.
The security of a connected solution is a complex problem because of the numerous components and technologies used, and requires a comprehensive overview to ensure security
guarantees over the whole infrastructure.
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Figure N°5 – Infographics on IoT security36

2.6. The main vulnerabilities of IoT
The different audits we have carried out on connected objects have shown weaknesses identical to those of traditional IT systems —and the reappearance of security breaches we thought
were disappearing37 — along with weaknesses specific to connected objects.

2.7. Connected objects: thinking about personal data protection in advance
Connected objects are often considered as the Internet’s fourth generation after the Internet
itself, e-shopping and the arrival of social networks. Each of these “revolutions” have led to significant changes in companies, and some of them have resulted in new legislation, particularly
regarding consumer protection. Complying with the rules in force brings greater credibility with
consumers and potential investors.
22

Figure n°6 – Main cyberattacks on connected devices38

One of the first issues of connected objects
is personal data protection. How is this data
collected? Where is it stored? Is the user of a
search engine or an app aware of their data’s
market value? Did they give their approval on
purpose? These are some of the many questions IoT manufacturers and retailers must
address.
Companies and administrations will particularly need to consider limiting data collection
and storage to the volumes and categories
required to carry out their activity. Implementing this principle is beneficial in two ways.
On the one hand, a large volume of data
represents a far more attractive target for
cyber-criminals, and on the other hand, if a
company is storing important data volumes,
this data is likely to be used for purposes

“

Among
connected
objects’
main weaknesses are the lack
of encryption which can affect
privacy. There is also the lack of
authentication—i.e. access which
is not password-protected when
in fact they should be— and of
identification. As an example of
lack of identification, because of
the easily falsifiable off-switch
of the alarm centre which used
Sigfox to communicate, hackers
could carry out replay attacks as
long as they were in range. Security
for these alarms is non-existent
because there’s no encryption,
authentication of identification.
Damien Cauquil, security expert
at Digital Security
23

other than the ones the data was collected for.
Manufacturers are also advised to implement reasonable security elements in advance (“privacy by design”). To determine this level of reasonable security, an impact assessment is needed
to assess the volume and sensitivity of the data collected, along with the estimated compensation costs in case of security breaches.
Lastly, it is highly recommended to anticipate the enforcement of existing and future law, particularly regarding the General Data Protection Regulation, applicable from 25 May 2018, in
which European institutions have created two sorts of penalties. For example, the lack of data
protection in a product’s design and by default or the lack of data security can be fined up
to €10m or 2% of the previous financial year’s global revenue. Violating the rules regarding
consent, meanwhile, is subject to a fine of up to €20m or 4% of the previous financial year’s
global revenue.

Garance Mathias

Founder of Mathias Avocats

With twenty years’ experience in assisting and developing innovative companies in the technologies and internet
sector, Garance Mathias is a renowned player in this sector.
Before setting up law firm Mathias Avocats ten years ago, Garance Mathias worked in an international law firm
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3. Threats and attack scenarios on connected objects

The consequences of the lack of consideration for security in the design, development or use of
connected objects can be serious: human losses, invasion of privacy or property, loss of competitiveness, difficulties for everyday life, safety and national defence concerns. These issues
must be assessed in view of the object’s criticality, to find a balance between security needs
and implementation costs. For example, the risks of a temperature sensor are obviously not
the same as for a driverless car.
This chapter highlights the current threats against the IoT ecosystem through our watchmen’s
analysis and security experts’ feedback. We decipher future attacking methods on connected
objects by describing several scenarios, in which we take concrete hacking examples that happened in 2015 and 2016.

3.1. Map of various attack methods on connected objects
Connected objects can be hacked into in three different ways, depending on the existing
weaknesses and the attacker’s intentions.
3.1.1. Attacks on the connected object itself
The hacker can decide to attack the hardware directly, by hacking into printed components on
circuit boards, for instance. This can be done by unsoldering the central processing unit (CPU),
extracting encrypted data from long-term memory (NVRAM), intercepting messages on static
random access memory (SRAM), or by carrying out an X-ray analysis39. As for software, compromising a connected object with a malicious code can either prevent the user from accessing
it, disable security functions or even compromise other connected objects which communicate
with the compromised equipment.
Locally or remotely installing ransomware which affects the availability of equipment and their
integrity is also a source of income for hackers. This threat is even more serious if the equipment is connected to the Internet or to a set of similar equipment and if the ransomware can
be remotely installed. By extracting secrets that are specific to a piece of equipment produced
by a manufacturer (identical administration password for all equipment, master encryption key,
etc.) a hacker can compromise a whole set of connected objects and on a large scale affect the
systems they’re connected or have access to.
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Figure n°7 – Micro software extraction

3.1.2. Attacks through connected objects
These attacks use connected equipment as gateways to wider networks such as the Internet.
The jeopardised equipment acts as a relay to carry out a wider attack, such as a distributed denial of service. A connected camera can for instance have a weakness through which a hacker
takes control of the camera and executes malicious coding. Thus, the hacker will try to take
control of numerous similar cameras through the Internet to turn them into gateways for an
even wider attack, without the owners’ realising their cameras are being diverted from their
original purpose to participate in a major attack.
Similarly, it is more than likely that a hacker uses connected equipment to host malicious
content or phishing websites. This scenario is fairly difficult to deal with, because unlike content
hosted on servers to which administrators have access, this connected equipment generally
don’t offer system access to delete the malicious content.
3.1.3. Attacks against networks and IoT communication protocols
The most common attacks are those based on wire-tapping (passive attacks) and Man-inthe-middle (active attacks) which intercept data that is transmitted unencrypted or encrypted
if encryption is natively provided by the communication protocol or the app.
In the world of connected objects, there are several protocols which can interconnect equipment together. These protocols allow communication over short or long distances, securely or
not, and some of them can set up networks of connected objects. A hacker who manages to
break into such a network can intercept data that is transmitted between various equipment,
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but also attack other equipment they previously didn’t have access to, thanks to this interconnection.
Low-Power Wide Area Networks (LPWAN) are particularly exposed to data interception or
equipment spoofing (a hacker masquerades as a real equipment and injects false data), particularly since there is almost no physical border: this equipment can cover areas up to 15 kilometres, depending on the technology.
Thus, a hacker can send wrong information which seems to come from sensors placed all over
the country, faking a widespread issue which could lead to unexpected reactions from energy
suppliers (preventive power cuts because of an incident) or traffic interruptions in the case of
transporters.
Short distance communication protocols are not any safer: the security measures are often
basic and can either be broken by intercepting low-security exchanges, or bypassed by carrying
out a Man-in-the-middle attack. A hacker can intercept usernames from one or more critical
resources, or digital keys to unlock digital doors and gain access to restricted areas.

3.2. Prospective analyses: what will tomorrow’s cyber-attacks be?
In light of the numerous security issues implied by the Internet of Things, Digital Security has
assessed the main threats against this vulnerable ecosystem. By identifying the main risks, we
managed to imagine several potential scenarios, based on the news and security assessment
feedback.
3.2.1. Scenario n° 1 – Home automation: remote cyber-lock picking of connected locks
Apart from connected refrigerators and baby monitors, hacking connected objects in the home
automation sector can lead to much more severe consequences such as embezzlement or
physical trespassing. Several scenarios can be imagined:
Burglary without breaking in. Connected locks are an easily-hackable way in because they are
easily penetrable. Because default configurations and wireless interfaces don’t properly implement security measures, duplicable badges and administration interfaces are poorly protected.
These connected locks thus literally “open the door” to criminals. Furthermore, because these
locks are designed to communicate with smartphones, hackers can use apps specific to digital
lock-picking and carry out attacks without arousing suspicions. This issue is particularly problematic regarding insurance: if there’s no actual break-in, how can insurance companies pay for
repairs or refund stolen property?
A very probable hacking scenario would be that of a connected lock through directional antennae and amplifiers. With this specific equipment, a hacker can canvass a whole residential
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area from a car or a bike, to maximise their
chances of finding and locating connected
locks. After making sure the owners are away
by hacking into CCTV cameras for example, or
simply thanks to the information given by the
lock itself, the criminals can burgle without
actually breaking in. They can even delete the
digital evidence of their acts by resetting the
lock’s memory.
3.2.2. Scenario n°2 – Connected healthcare: jeopardising telehealth services and
equipment

“

Disabling a connected vehicle,
deactivating an alarm system
while burgling, and even the lethal
risk associated to objects such as
pacemakers or dialysis machines
can put enormous pressure on
the victims, if they don’t want to
immediately pay a high ransom in
bitcoins.
Dimitri Carbonnelle,
founder of Livosphere

Telehealth involves using new technologies for the benefit of the patient’s health, and is becoming increasingly widespread in hospitals. Telehealth allows patients to be hospitalised
at home thanks to connected equipment and services. To do so, patients are provided with
connected equipment and a gateway which is connected to the Internet, which collects and
transmits patient-related health information. The data is then sent to a telehealth centre which
provides the doctor with real-time aftercare of patients. The doctor can remotely modify prescriptions and the doses administered by the health equipment to adapt the treatment to the
patient’s health.

Connected medical equipment can affect the patient’s health if they are not properly used or
configured. A hacker could search the Internet and find out which telehealth platforms are accessible, take control of them to alter the data they transmit to telehealth services, and even
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Figure n° 8 – Cyber-attack on medical connected equipment

alter doses and equipment configurations used by the patient, such as respirators or insulin
pumps, which could lead to the death of numerous patients who use this equipment.
Hacking into the telehealth service, which is the central element of the system, could lead to
stealing personal medical data, falsifying or losing patients’ medical files, and even massively
jeopardising medical equipment that is connected to this central platform.
3.2.3. Scenario n°3 – Smart City: disrupting a city
While hacking into urban infrastructures is currently fairly rare, simultaneously hacking a smart
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city’s urban infrastructures would have severe consequences. Reacting to an IT attack on a
connected city would prove to be difficult, particularly if the IT attack were carried out from
abroad. Several scenarios can be imagined:
•

Criminals could plan to shut down an electric power plant by attacking its industrial IT system, causing a total blackout. On 23 September 2015, the Russian hackers of the Sandworn group managed to hack into an electric power plant in the Ivano-Frankivsk region,
plunging more than 600,000 people into darkness. Shutting down the power plant could
have led to dire consequences, starting with car accidents, because traffic lights were off40.

•

Hackers could also launch cyber-attacks on the IT network of a city’s airport. Planes
wouldn’t be able to land or take off. This kind of attack almost happened in the Ukraine in
March 2016. Boryspil international airport, near Kiev, was targeted by a violent cyber-attack probably originating from Russia41.

•

Hackers could attack connected electricity meters in private houses and companies to remotely disable them, which could lead to attacks on certain specific targets or large-scale
attacks that would plunge an entire city into darkness. By 2020, the European Union plans
on equipping two thirds of electricity consumers with smart electricity meters, to make
energy savings - which increases the probability of such an attack.
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4. Recommendations for IoT security

This chapter aims to offer a set of recommendations to compensate for the lack of security
often found in connected solutions. These recommendations can help manufacturers and any
organisation involved in IoT development to reach an adequate level of security. This analysis is
based on an intuitive methodology, i.e. we offer recommendations according to their criticality
level. We present the most urgent solutions that need to be primarily implemented, an efficient
password management for example, and the solutions which are secondary yet necessary for
the proper operation of connected objects.

4.1. Technical recommendations42
According to the feedback from the IoT audits we regularly carry out, the golden rule is to integrate security from the beginning of projects: apart from being much more efficient, it usually
costs 3 to 5 times less than integrating security during the development or the technical approval of the solution. Furthermore, security sometimes largely relies on the solution’s architecture, which is chosen during the early design stages and which is difficult to change during
the development stage.
Cryptography also plays an important role, because it can help at least partially solve privacy,
integrity, availability and non-repudiation issues. Appropriate, ready-made tools are now available for almost all the possible security needs.
More generally, it is strongly advised to use systematically the best existing practices on all
levels, and to avoid “original” and “tailored” security measures. Reusable, reliable and proven
hardware is always more secure than a code or a protocol that was created specifically for the
solution, thus not proven.
4.1.1. Physical security of the object
Unlike a software solution, which is now often cloud-based, the security of an IoT solution
partly relies on the fact that the user can operate a connected object within the solution. In
particular, the app, operating system, and hardware on which the solution is based can be operated almost at will by the user. This considerably increases the attack surface and protection
measures must be adopted. The data collected and stored by the object needs to be protected,
particularly in the case of sensitive data which is often regulated (personal, healthcare or financial data, etc.) from leaks or exfiltration, but also protecting the designer’s intellectual property
from physical or software copy.
•

Sealing the casing of connected objects: i.e. “locking” the object’s casing (gluing, hot-gluing,
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welding, etc.) to prevent it being opened
normally, making it difficult to repair. This
process also allows you to tell immediately if the object’s physical integrity has
been breached.

“

To go further, we could consider a
security audit on the entire data
flow to identify all the weaknesses,
a necessity to understand all the
risks and solutions to implement.
Dimitri Carbonnelle,
founder of Livosphere

•

Moulding boards and electronic components in resin (opaque to X-rays, if possible): this will prevent the components
being identified or analysed by measure
and debugging.

•

Disabling debugging and component memory-reading ports (“read-out” protection): to
prevent their behaviour and processed data being analysed.

•

Using secured components (“Secure Element”) for key storage and cryptographic processing: it makes it almost impossible to extract the object’s secret information.

•

Always using different keys and passwords for each device: to prevent a jeopardised device from putting the whole fleet of devices at risk.

•

Software encryption and obfuscation: even if it’s security through obscurity, which is not
efficient in the long run, it considerably slows down the analysis and reverse engineering
process, and the software’s corruption or duplication.

4.1.2. Communication protocols
Choosing which communication protocols will be used in an IoT solution is no minor decision.
Apart from the issues associated with the object’s capacities (computing power, memory, battery life), this choice must address the security needs that are specific to the data processed
and the solution’s use. It is easy to listen to an unencrypted communication or corrupt an object
by copying its identifier. We believe that communications are often poorly chosen and/or implemented: it’s not just about choosing an appropriate protocol, but activating its security features
and using them properly. There are three major recurring threats against communications: passive listening, scrambling (intentional or unintentional) and spoofing. We therefore advise:
•

Encrypting sensitive communications

•

Authentication of objects with one another: we call this mutual authentication, which prevents “Man-in-the-middle” attacks. Usually, authentication is done through a pairing process or an electronic certificate.

•

Using secure key-exchange protocols: the most common is the Diffit-Hellman protocol,
but be aware that it previously requires the authentication of the devices concerned to
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prevent third-party interception.
•

Using anti-replay mechanisms, such as
authentication by challenge or unique,
authenticated sequence numbers (cryptographic “nonce”)

•

Using anti-scrambling measures, such
as spread spectrum, frequency-hopping
or channel-hopping, used in certain protocols such as Bluetooth.

Some of these measures are natively implemented in wireless protocols. The ones
which are not implemented can be added in
the application layer, thus at the developer’s
expense.

“

The lack of standards regarding
the Internet of Things is clearly
a security issue. We need open
specifications on a number of
existing wireless protocols and
embedded systems. But aside from
this, even when the specifications
exist, rarely do we find security
reference documents on these
technologies, so few people can
assess the security of a protocol or
a system.
Renaud Lifchitz, security expert
at Digital Security

4.1.3. Application and system security
Lastly, the connected solution can be attacked through its application aspect, either on the
client side (smartphone, tablet, micro software, etc.) or the server side (gateway, cloud server,
etc.). Thus, we recommend:
•

Choosing and using common, regularly-updated software

•

Implementing control procedures on the server side, because on the client side, they can
be manipulated and bypassed by a malicious user

•

Filtering and approving all inputs, and if possible, all outputs from processing operations. In
general, do not trust the data received by a component of the solution. As far as possible
avoid using black lists because they are rarely exhaustive, and systematically use white
lists.

•

Implementing security in-depth, by providing users with the minimum privileges necessary to use the solution and redesigning the security mechanisms.

•

Using system-strengthening procedures and reference documents on the solution’s servers: deleting accounts and services no longer used, pushing regular updates, actively monitoring access, permanently monitoring the weaknesses of connected solution’s components, implementing HIDS systems, etc.

•

Complying with an application security reference document such as the OWASP Top 1043
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can be useful to avoid forgetting security
components.

4.2. Labelling: a strategic priority
Past events arising from lack of security in
certain connected systems have exposed the
financial risks it can entail, as the Jeep Cherokee44 example shows. The net financial loss
suffered by the company will perhaps at least
have the positive consequence of raising
awareness as to the risks posed by security
failures. Whilst securing processes implies
additional costs, companies must understand that neglecting this aspect can be far
more dangerous: it’s a matter of return on
investment which, while not always primarily
visible, can be very profitable in the long run.
Delivering a label will ensure the reliability of
the solutions audited and will help increase
the consumer and user’s trust in the brand
and product.

“

It would be advisable if industrials
systematically consulted security
experts while designing their
solutions, because implementing
security is a serious matter
requiring proper expertise.
This is even more essential for the
development of new protocols,
which will be used by thousands of
industrials. It is incomprehensible
that new protocols which are
published today can be so fragile
while the appropriate solutions
have been known for years.
Industrials must be aware of the
dire necessity to provide the reliable
bases for designing connected
solutions, because trust in the
digital economy sector is at stake.
Renaud Lifchitz, security expert
at Digital Security

4.2.1. Labels and certifications
Labelling organisations will submit the objects to a series of security tests, including the traditional security analyses of IT systems (risk analyses, reverse engineering, pen testing, etc.) but
will also have to check the settings specific to IoT ecosystems (radio frequencies, hardware,
micro software, etc.). Thus, labelling processes will aim to maintain high reliability levels by encouraging manufacturers to take security into account in the design stage of the product or
service. Currently, the main labels and certifications have been created in the connected healthcare sector, such as MHealth Quality45 and Medappcare46. Apart from the healthcare sector,
new labels are gradually being y introduced to reward the most innovative French products and
companies in terms of new technologies and security.
As for certifications, the National Cybersecurity Agency of France has for the first time certified
an industrial system, Siemens’s Simatic S7–1518-4 automaton47. This certification meets the
standards of the French military planning law and brings a degree of trust to all France’s “Operators of Vital Importance”48. The ICSA49 institution, meanwhile (an independent entity of Verizon Group) has launched a new certification programme which will test key IoT components:
communications, platform security, encryption, physical security and authentication.
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4.2.2. The Digital Security label
The result of a year’s R&D, the label developed by Digital Security is a major reference in IoT
security assessment. Digital Security will audit connected objects according to a specific reference document. Audited objects that do not meet the assessment criteria defined by Digital
Security will not be awarded the label, which is designed to support companies through their
development and help them use their digital apps and tools properly.

39

Conclusion

With digital transformation increasingly integrating critical services in sectors such as healthcare or finance, the security issue is high up on the list of priorities. The large-scale supply of
connected objects, in uncontrollable environments, entails a number of risks and threats that
need addressing from the beginning, to meet the final users’ legitimate security demands.
Without collective awareness from each player in the Internet of Things value chain, there can
be no sustainable digital transformation.
In a time of ubiquitous IT and widespread IT devices, a holistic approach needs to be applied to
security measures. At the moment, too few players are really involved in the development of
IoT security solutions. There is a cruel lack of standards which would help unify security practices: threats to connected objects are increasing and should be contained by the measures
taken by all parties.
Until common security practices are developed, IoT players can make an effort to integrate and
have the security implemented in their connected solutions recognised, with the help of experts in the sector. They would thus be one step ahead of their competitors. On the other hand,
unsecured connected solutions, even if they bring real added value to users, could eventually
disappear in one of the numerous short- and medium-term scandals to come.
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